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1 Solution high-level architecture

Solution architecture supporting the synchronization between Dataverse / CRM and Doxis.

Doxis > Dynamics 365 CE

o & <

£

Doxis \I,Dvoxl;;CRt/I App DataVFzrse /
ebHooks Configuration Dynamics 365
+
Doxis
Connector

/ \ Solution
/

CRUD &
Query
methods

b

=

App Insights

Picture T high-level architecture

Architecture components:

- Doxis is an extremely agile, scalable and secure platform for ECM, BPM and collabora-
tion applications of all kinds. Through APIs and connectors, Doxis provides information,
manages cross-system processes and connects to Dataverse / Dynamics CRM and
other systems.

- Azure components

o Azure APl Management is a reliable, secure and scalable way to publish, con-
sume and manage API's running on Microsoft Azure platform
= Doxis CRM WebHooks API
e Handles events from Dataverse / Dynamics 365 and tranforms
them into Doxis API payload
o Azure App Configuration is an Azure service that allows users to store and

manage configuration within the cloud
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= In this key-value storage, for each Doxis CRM WebHooks subscription,
a set of configurations is stored
o Azure App Insights provides Application Performance Monitoring (also known
as "APM") features.
- Dataverse / Dynamics 365 organization
o Installed Doxis Connector Solution

2 Setup instructions

Steps to setup the solution:
1. Customer signs up to Doxis CRM WebHooks APl on our API portal
2. After confirming licence obligations you shall receive a welcome email with 2 CRM so-
lutions and instructions
a. After confirmation you can at any time get the API subscription key on the API
portal
3. Doxis Connector Solutions should be downloaded, imported and then published to
customers Microsoft Dynamics 365 / Dataverse organization.
a. Doxis Connector Solution is a managed solution with configuration application
logic
b. Doxis Connector Solution Configuration is an unmanaged solution where your
specific configuration is stored and can be manipulated by using the solution’s
configuration page

Doxis Connector Solution BEternaDoxisConnectorSolution
Doxis Connector Sclution Configuration : BEternaDoxisConnectorConfiguration
Picture 2 CRM Solutions

4. Customer uses Doxis Connector Solution Configuration solution to:
1) enter API subscription key
2) set up transformation middleware API specifics
3) setup Doxis API specifics
4) add new entity configuration
5) modify existing entity configuration

6) publish configuration to Azure
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Configuration page X

i

Add entity | Get Azure 1 Publish Azure
configuration Configuration Configuration

| Welcome

' o AP subscription key

End points

Doxis APl Configuration

[

Doxis Login

e Middleware APl Cenfiguration

e CRM Entities

JDOXIS

Welcome to Doxis Connector Solution

Here you can enter Doxis configuration endpoints details
or
Select Dynamics CRM entities you want to syncronize with Doxis

More on CRM integration with Doxis
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Picture 3 Configuration navigation options

3  Doxis Connector Solution

To use and configure the solution the user needs to have Crm Administrator security

Dataverse / Dynamics 365 customization knowledge.

3.1 Open solutions configuration page

- After downloading, import first the:
o Doxis Connector Solution managed solution
then
o Doxis Connector Solution Configuration unmanaged solution

=terna

role and

- After importing and publishing the Dynamics CRM solutions you can open Doxis Con-

nector Solution Configuration solution and use the configuration page.

- To open solutions configuration page either:

o go to https://make.powerapps.com, select correct environment of your

Dataverse / CRM organization and got to solutions
o go to your dataverse / crm organizations settings using link like this:
https://<YOUR ORGANIZATION>.crm<YOUR REGION>.dynam-

ics.com/main.aspx?settingsonly=true.

Replace YOUR_ORGANIZATION and YOUR_REGION with data specific to your

dataverse / crm organization.

o orclick on settings (gear wheel) / Advanced Settings

ety L .
Personalization 5ettings

Advanced Settings

Advanced Settings

Toast Neotification Display T...
About
Privacy & Cookies

Software license terms

Picture 4 Advanced Settings
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- Go to Solutions

- (in advanced settings — old solution Ul) Open »Doxis Connector Solution Configura-

tion« and click on »Configuration« in the solutions left-side navigation tree.

Picture 5 Doxis Connector Solution
- (in make.powerapps.com) ) Open »Doxis Connector Solution Configuration« and click on
Overview and then under Configuration page click on View page

Configuration page
View page

3.2 Doxis Configuration page

This is where all the APl and entity mapping and transformation configurations are configured.

Configuration page allows you to:
1) enter API subscription key

no

set up transformation middleware API specifics

w

setup Doxis API specifics

N

5
6

)

)

) add entity configuration

) modify existing entity configuration
)

publish configuration to Azure
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Configuration page X

i

Add entity | Get Azure 1 Publish Azure
configuration Configuration Configuration

| Welcome

' o AP subscription key

End points

Doxis APl Configuration

[

Doxis Login

e Middleware APl Cenfiguration

e CRM Entities

JDOXIS

Welcome to Doxis Connector Solution

Here you can enter Doxis configuration endpoints details
or
Select Dynamics CRM entities you want to syncronize with Doxis

More on CRM integration with Doxis
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Picture 6 Configuration navigation options

3.2.1  Saving the configuration (important)

When you save the changes (»Save« button), the result of configuration (json) is stored (saved
and published) as a webresource named »bt_/resx/webhookconfiguration.resx« in Dataverse /
CRM.

When you click »Save« a gray notification is displayed, that informs you to wait for changes to be
saved. This is important, because if you navigate away the changes might not save and you might
loose your changes.

0] Saving opportunity, Please wait for saving to finish,

-+ Add entity configuration —+ Get Azure Configuration —+ Publish Azure Configuration

Welcome
APl subscription key
#~ End points
EndSystem APl Configuration
Middleware APl Configuration
~ CRM Entities
account
contact
incident

opportunity

Picture 7 Saving changes - Need to wait for saving to finish

After successfully saved a green notification is displayed.

(%) Saved and Published ta CRM
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If you want to use the configuration to be used in transformations you need to click »Publish
Azure Configuration« button.

3.2.2  Stepl: APl subscription key

Enter API subscription key that you have received when subscribing to the Doxis CRM
WebHooks API through API Portal.

After that save the configuration, wait for the save to be completed and after that publish azure
configuration.

3.23  Step2: Modify Middleware API Configuration
Replace existing subscription key in HttpHeaders with yours.

HttpHeaders

Ocp-Apim-Subscription-Key=edaSbe1b78f74b10b25b279444ced 185

Other information should only be changed if instructed by the BE-terna support team (if new

API version occurs, azure reconfiguration was done, ...)
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Configuration page

+ Add entity + Get Azure Publish Azure
configuration Configuration Configuration

Welcome
APl subscription key
»~ End points
Doxis APl Configuration
Doxis Legin
Middleware APl Configuration

CRM Entities

MiddlewareConfiguration

Url *

https://d365-document-managament-ser-doxis-dev-apim.azure-api.net/hooks/PluginWebH

HTTP Method

POST

HttpQueryString

userlD="165558gamelD=608score=4542.1228time=343114

HttpHeaders

‘ Ocp-Apim-5Subscription-Key=edaSbe1b78f74b10b28b279444ced 185

Picture 8 Middleware Configuration
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3.24  Step3: Doxis APl Configuration

Here you configure your Doxis endpoint.
Configuration page

Add entity Get Azure
+ configuration + Configuration

Welcome
APl subscription key
. End points
Doxis APl Configuration
Doxis Login
Middleware APl Configuration

CRM Entities

EndSystemConfiguration

Url *

=terna

Publish Azure
Configuration

https://solutions.doxisdcloud. link/DARWIn/cors

HTTP Method

POST

HttpQueryString

userlD=165558gamelD=608&score=4542.1228time=343114

HttpHeaders

Ocp-Apim-5Subscription-Key=edaSbe1b78f74b10b28b279444ced 185, header1 =valuel,heade

Information needed:
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Doxis APl endpoint url
HTTP method

Http Query String
Http Headers

AW

Doxis login information
5. Username (Doxis user used in synchronization)
6. Password

Configuration page

+ Add entity + zet Azure 1 Publish Azure
configuration Configuration Configuration

Welcome
APl subscription key
#~ End points
Doxis APl Configuration
Doxis Login
Middleware AP| Configuration

CRM Entities

Doxis authentication configuration

Username *

Password *

Picture 9 Enter Doxis APl username and password
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Replace existing subscription key in HttpHeaders with yours.

HttpHeaders

Ocp-Apim-Subscription-Key=eda5be1b78f74b10b28b279444ced 185

3.25 Step4&S5: Add / Modify entity configuration

Form to add or modify entity configuration is the same.
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CRM Entity *

Opportunity

DOXIS FolderClass *

| COPPWorkspacs |

Enter DOXIS folder class

DOXIS RESTCube URL *

/CubeFolder/OPPWorkspace |

Enter DOX|S RESTCube URL (this i= am URL in APl Management that wraps RESTCubs URL)

DOXIS Open URL *

https://zolutions.doxisdcloud.link/webcube/?server=BS0OL&system =dxdbsol&8action=showse... |

Enter DOXIS URL used to open or embed DOXIS folder from CRM

Liquid templates introduction

Liquid template *

{
"UniquelD": "{{_entityld}}",
"ObjectType": "OP00",
"ObjectMame": “{{name}}”,
"Date™ "[{createdon|date:"yyyy-Mh-dd " }1}",
"ObjectAnnotation”: "{{description}}”,
"Object5tate": "OP0O",
"DateStart™; "{{createdon|date: yyyy-MM-dd"}}",
"DateEnd™ "{{actualclosedate|date: " yyyy-MM-dd"}}",
"SystemModstamp™ “{{modifiedon|date:"yyyy-MM-dd THH:mm:ss.fifZ" 1",
"PartnerLink_Ext": "{{parentaccountid}}"

i

Enter liquid template that is used vo map existing CRM attributes to DOXIS folder elements

Edit Attributes (8 attributes mapped)

Picture 10 Add / Modify entity configuration
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All Doxis fields should be obtained from SER and Doxis swagger page associated to your Doxis
setup.

DOXIS Folder Class
DOXIS Folder Class is an unique Doxis folder descriptor.

DOXIS RESTCube URL

This is a partial RESTCube path to specific Folder Class (example: /CubeFolder/OPPWorkspace).
You can easily find this paths if you open RESTCube Swagger — please see Picture 11 Doxis
Swagger — Opportunity.

RESTCube API Swagger is typicaly found on url like this:
https://<your doxis solution server>/DARWin/swagger-ui/?url=/DARWin/pool/CubeSwag-
ger/json

Doxis Open URL should be configured like this:

https:/<WebCube application url>/webcube/?server=Profilename&system=0rganisa-
tion&action=showsearch&id=SearchID&UniquelD=CHANGEME&nodeid=No-
delD&openone=1&dateFrom=0&embed=1&disableclosecon-
firm=1&home=1&view=1&splash=0&layout=defaultclassic&topbar=0&sam-
llogin=true&reusesession=18&

Adjust the following variables:
*  WebCube application url
example: solutions.doxis4cloud.link
«  Profilename
Name of the server profile defined in the Doxis4 webCube administration console.
* Organisation

Name of an organization of that server.

*  SearchlD
GUID of the search class
*  NodelD

GUID of a node. When a record is displayed, the navigation tree is expanded and
the corresponding node is opened.

« UniquelD

needs to be the name of the Control in the referenced Search dialog, where the
unique ID of the CRM entity has to be entered.

By default, also the following URL parameters are used:

BE-terna d.o.o. - Verovskova 55a - 1000 Ljubljana - Slovenia - be-terna.com
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e openone=]

Opens a single document directly if it is the only object found in a search.
« dateFrom=0

Sets a search period with an open start.

+  embed=1

Prevents allocation of a new session ID when the logon status changes.
+ disablecloseconfirm=1

Suppresses the display of a prompt when Doxis4 webCube is quit.

*  home=1

Suppresses the display of a link to the Doxis4 webCube home page.

*  view=]

Suppresses the display of tabs. Each information object subsequently displayed will
be opened in a separate window using the same session.

«  splash=0

Suppresses the display of a splash screen.

+ layout=defaultclassic

Displays classic-style controls.

*  topbar=0

Hides the Doxis4 webCube bar.

* samllogin=true

Forces SAML authentication.

e reusesession=1

Configures use of an active session.

Here you also define the liquid template, that is used to transform Dataverse / CRM selected

entity attributes to final JSON Doxis payload representation.

First you should obtain the JSON from Doxis swagger for the entity you are configuring and
copy / paste it in the liquid template field.

For opportunity it looks like this

BE-terna d.o.o. - Verovskova 55a - 1000 Ljubljana - Slovenia - be-terna.com
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@ Swagger IDARWin/pool/CubeSwagger/json m

RESTCube Services ™ @

IDARWin/pool/CubeSwaggerson

OAS3 generated by DARWIN

Servers

l IDARWin/cors - Technical login, JTW bearer, CORS headers v

File Attachments v

File Documents v

Create/Update Folders ~
‘ m /CubeFolder/AccountContactiS Create a new Folder of the class 'AccountContactWsS' or update an existing folder. V4 a ‘
‘ m /CubeFolder/AccounthS Create a new Folder of the class 'AccountWS' or update an existing folder. A4 a ‘
‘ m /CubeFolder/CASliorkspace Create a new Folder of the class CASWorkspace' or update an existing folder. v e ‘
‘ m /CubeFolder/GenBPWS Create anew Folder of the class ‘GenBPWS' or update an existing folder. v e ‘
‘ m /CubeFolder/MMOWorkspace Create a new Folder of the class MMOWorkspace' or update an existing folder. vl
mLJCMheFold=r/OPPworkspa<=Jlreate a new Folder of the class 'OPPWorkspace' or update an existing folder. ~ ﬂ

No parameters

Request body "*"* applicationfjson ~

Example Value | Schema

Picture 11 Doxis Swagger — Opportunity

After you have the Doxis JSON in the liquid template, start adding required fields to the entity
configuration (Edit attributes button).

You can then edit the liquid template to map the attributes you have added by using the liquid
template syntax.

3.2.6  Edit attributes

When editing entity configuration, you have an option to selected entity attributes that will be
sent to Doxis upon create / update or on-demand sync events.

The form looks like this, and allows you to:
1. Select CRM Attribute for current entity and »Add« it
2. Delete CRM Attribute from configuration

BE-terna d.o.o. - Verovskova 55a - 1000 Ljubljana - Slovenia - be-terna.com
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3. CRM attribute name should be used in liquid template to map the value to desti-
nation attribute. If you are not using the attribute, you should remove it from con-
figuration (although there is nothing wrong if you leave it)

4. Specify type (described below)

o String (for certain CRM field types (optionset field, lookup field) this means
it will transfer fields text value rather than actual value)

o int (should be used only for optionset field types)

o lookupload

= should be used only for EntityReference field types — if you hap-
pen to use it on non-entityreference type it is simply outputting
the value as string).

» |ookupload tries to “load” the configuration attributes of entity
specified in selected attribute of type entityreference and allows
you to read its attribute. Example: if you specify in your liquid tem-
plate:

"Contact": "{{primarycontactid.fullname}}"

and primarycontactid is a entityreference to contact entity and you have provided the configu-
ration for contact entity containing the attribute fullname, then fullname from that contact will
be passed as value.

5. Required / Optional
o Required: value is always sent, regardless if it has changed or not

o Optional: value is only sent when changed (it is ommited if not changed)

BE-terna d.o.o. - Verovskova 55a - 1000 Ljubljana - Slovenia - be-terna.com
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Configuration page

Attributes

CRM Attribute *

‘ Select CRM attribute

Attribute *
accountnumber
CRM attribute
Attribute *
name
CRM attribute
Attribute *
parentaccountid
CRM attribute
Attribute *
address1_linel
CRM attribute
Attribute *
address1_line2
CRM attribute
Attribute *
address1_postalcode
CRM attribute
Attribute *
address1_city
CRM attribute
Attribute *
address1_country
CRM attribute
Attribute *
address1_stateorprovince
CRM attribute
Attribute *
telephone1
CRM attribute
Attribute *

emailaddress1

CRM DOXIS Integration

Type *

String e

Type *

String '

Type *

String ~

Type *

String N4

Type *

String ~

Type *

String ~

Type *

String N4

Type *

String ~

Type *

String e

Type *

String 4

Type *

& Add

Required

@ Optional

Required

D Reguired

Required

@ Optional

Required

m Required

Required

e Reguired

Required

@ Optional

Required

@ Optional

Required

@ Optional

Required

@ Optional

Required

@ Optional

Required
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Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete
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Picture 12 Example of attributes configuration for account

3.2.7  Step 6: Publish Azure Configuration

User needs to publish the configuration to Azure, so that middleware can transform the data to
Doxis payload and send it to Doxis.

User selects »Publish Azure Configuration« button and is presented with »Preview Configura-

tion« screen.

+ Add entity configuration - Get Azure Configuration 4 Publish Azure Configuration

Welcome

Preview Configuration before Publish
API subscription key

1 =
"SubscriptionKey": "edaSbelb7&F74b10b28b27544dced1E5",
"DataverseConnectionstring”: "AuthType=ClientSecret;Url=https://operations-be-ser-
dev.crma.dynamics.com;ClientId=f55d7768- 943-4627-9ebd-7a7858cdf287 ;Clientsecret=n TBQ 1XIUQ-
MBZKg6FGR0TdUGYFoItHEOBGEbA" ,
“EndsystenCanfiguration”s
8 "Url": “https://doxis-restcube-services-vl.doxis.be-terna.net/v1",
Middleware AP Configuration “Hetpicthodt: “Pastt
“HttpHeaders": "Ocp-Apim-Subscription-Key=edsSbelb75F74b10b25b275444ced155"

~ End paints

EndSystem API Configuration

-~ CRM Entities
“liidd lenareconfiguration”:

{
"Url": “https://doxis-crm-webhooks.doxis.be-terna.net/hooks/Pluginiebhook”,
account "HttpHethod” st”,
"HttQuerySt
"HttpHeaders

cp-Apim-Subscription-Key=edaSbelb76F74b10b250279444ced 155"

contact 5
"Configurations™: [

incident “crm Entity": “account”
"doxis_FolderClass" ccuntMS
duxls RESTCube_ur EubEFulder/»\c(uul\t\«'S
opportunity "doxis_open_url™: "https://sclutions.doxisacloud. 1ink/webcube/?
L&syst 1&8acti h&id=31704942-c586-435f-0cec-8eb6727d94a8&UniqueID=99c7bf fd-43f9-ecl1l-bb3d-
o 1adateFr d-1&disablecloseconfirm=18home=1&vien=18splash-e8layout= defaultclassxc&tapbar ogsaml *
rueﬂr‘ensesess)un 1&nodeid=8799ee90- 7187 -4159-bbad -89949d14222b&initsession=1657268374430" A

Publish

logi:

Picture 13 Preview configuration screen

User can inspect the json configuration to be sent to Azure.

When user is sure that configuration is correct, he selects the »Publish« button.

Gray notification »publishing Azure WebHookConfiguration« is displayed.
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Picture 14 Publishing Azure Configuration notification

After publishing user is presented with »Published to Azure« notification

(@ Published te Azure 3

Picture 15 Published to Azure notification

3.3 Basic Liquid Template Syntax

This is an example where basic liquid template syntax will be explained.
Bolded parts of liquid template are further explained below the example.

Example:
{
"UniquelD": "{{_entityld}}",
"PartnerNumber": "{{accountnumber}}",
"PartnerName": "{{name}}",
"AccountID": "{{_entityld}}",
"ParentID": "{{parentaccountid}}",
"Street": "{{address1_linel|lappend:" "}H{{address1_line2}}",
"PostCode": "{{faddress1_postalcode}}",
"City": "{{address1_city}}",
"State_Region": "{{address1_stateorprovince}}",
"Country": "{{address1_country}}",
"Phone": "{{telephonel}}",
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"EMail": "{{emailaddress1}}",

"Fax": "{{fax}}",

"URL": "{{websiteurl}}",

"Type": "{{customertypecode}}"’,

"Industry": "{{industrycode}}",

"Description": "{{description}}",

{% if statecode == 0 %}

"Deactivated": false,

{% else %}

"Deactivated": true,

{% endif %}

"SystemModstamp": "{{modifiedon|date:"yyyy-MM-ddTHH:mm:ss.fffZ"}}"
}

3.3.1  Mapping entity unique identifier

_entityld is a special attribute name that is the only field, you do not need to manually add to

the entity configuration.

It is mapped like this:
"UniquelD": "{{_entityld}}",

_entityid is actually a GUID (example: 939082c1-354d-4e44-98c9-0acabdcaaed1)

3.3.2  Concatination of multiple fields into single Doxis attribute

Concatination example:
"Street": "{{address1_linel|lappend:" "}{{address1_line2}}",

Liquid template append statement appends empty space only if address1_linel is not empty.

You could also do this if you would like to concatanate values regardless of the value existance:
"Street": "{{address1_lineT}}{{address1_line2}}",

3.3.3  Conditional mapping
For certain mappings you can use also if else statements:
{% if statecode == 0 %}
"Deactivated": false,
{% else %}
"Deactivated": true,
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{% endif %}

334 Date-time formatting

Date-time formatting should always be used, so that values are correctly mapped into end sys-
tems date-time formats.

Example:
"SystemModstamp": "{{modifiedon|date:"yyyy-MM-ddTHH:mm:ss.fffZ"}}"

3.3.5 Referenced entity attribute (lookupload)

To use attribute of the referenced entity, you should map it like this:

"PostCode": "string",
"City": "string",

"Contact": "{{primarycontactid.fullname}}",

"State_Region": "string",

"Country": "st",

- Specify the name of the attribute of type entityreference (primarycontactid in our ex-
ample)

- Followed by dot "."

- Followed by name of the attribute on the entity which primarycontactid from our ex-
ample is pointing to. To use the values for the referenced entity, you have to add the
referenced entity to the configuration and add all attributes you might be referring to.
You do not need to register the referenced entity to PluginWebHook if you do not in-

tend to send it to Doxis, and you can put anything in the Doxis url parameters.

Lookupload attribute loads related entity like this (example where main entity account has
lookupload on ownerid attribute, which in turn loads configured systemuser attributes as part

of the message):

"_entityLogicalName": "account”,
"_entityld": "9ca3a32e-41f9-ec11-bb3d-000d3abfa7a4",

"name": "Starfleet Command",
"address1_linel1": "Starfleet Avenue 11",
"address1_line2": "Command headquarters 26",

“fax": "+0165478999975",
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"description": "The Federation Alliance was the accord between the United Federation of
Planets, the Klingon Empire, and the Romulan Star Empire to combat the Dominion during the
Dominion War. The first offensive undertaken by all the members of the Alliance was the First
Battle of Chin'toka in 2374.",

"statecode": O,

"modifiedon": "10/27/2022 2:37:09 PM",

"ownerid":

{

_entityLogicalName": "systemuser",
"_entityld": "416acff1-9227-ed11-9db1-000d3aab135d",
"fullname": "CRM.test.user CRM.test.user"

3.4 Adding ribbon buttons

Ribbon customization should be done by Dataverse / Dynamics CRM developer, so this instruc-

tions are presuming you are well versed in ribbon customizations.

There are two ribbon actions that you can decide to copy:
6. View in Doxis (opens related Doxis record in a new window)

7. Sync to Doxis (syncs current CRM record to related Doxis record)

I
E Doxis ™ O Refresh Qh Check A

View in Doxis

B} Sync to Doxis

Picture 16 Ribbon actions

Steps to add a ribbon button:
8. Prepare a CRM ribbon solution
9. Open XrmToolbox

10. Copy buttons from »account« entity to your entity
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34.1  Step1: CRM ribbon solution
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First prepare a new CRM solution and put just an account and the entity of your choice (in our

case opportunity) in the solution. Then save and publish the solution.

Power Apps

opportunity

o Try New Experience There's 2 better way to customize the system Try New Experience

File

‘ Solution: BEterna_SER_Of portunityAndCase
E? = Entities

Solution BEterna_SER_Opportunit...
Component Type Entity

Information -
g? =:E‘| Mew =:E‘| Add Existing X Delete | S Remove
mm Components —
N a__l Entities Efp Add Reguired Compenents gﬁ Managed Properties
ﬂ Option Sets D

Display Mame A Name

& Account account

[k Dashboards

[F%] Dizlog Bowes

3] Reports

5;8 Connection Roles
t@ Article Templates
2@ Contract Templates
Q Email Templates

(3} Mail Merge Templates
Sﬁ? Security Roles

3} Field Security Profiles
I* Routing Rule Sets

83, Record Creation and U...

W] sLas 1- 2 of 2 (0 selected)

Picture 17 Solution for ribbon customization

342  Step2: Open XrmToolbox Ribbon WorkBench

H |(L}l Save and Close EGE Show Dependencies ?j Expert Selution ’.,;_ranslaticns - ;} Publish All Customizations

EE;; Add Subcomponents

D Configure Dataverse Search

| Opportunity opportunity

i Actions ~

=

EGE Show Dependencies = Solution Layers

State

Managed

Managed

Customizable..| A ()
True Disabl

True Disabl

M4 Pagel »

On site https://www.xrmtoolbox.com/ you can find and download the latest version of

XrmToolbox.

Install it and open a plugin named »Ribbon Workbench« by Scott Durow.
Plugin need to be installed first by using XrmToolbox Tool Library (from Configuration menu).
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£ Refresh | [ Install | Search [Ribbon] Show on XrmToolBox startup | Display options ~ £ g

Display tools O Tie Rating Latest Version Installed Version Release date Deescription

Wot compatible [ Ribbon Warkbench Frirdrdrdr 25 3014430 314431 2.8.2021 Exiit the Dynamics 365/PowerApps Ri
Not installed
Installed
with update

Categories
[] Comparison
[ Configuration
[] Customizations
[] Data

[] Development
[] Documentation
[] Migration

[] Plugins

[ Portal

[] Power BI

[] Processes

[[] Reporting

[ Secuity

[ Solutions

[] Troubleshooting
[] User Interface

<

Tools: 275 / New: 200 / Updates: 18

Picture 18 Search for Ribbon Workbench and install

Picture 19 Ribbon Workbench - XrmToolbox plugin

Open the Ribbon Workbench connecting to your Dataverse / CRM organization and select the

solution you have prepared for ribbon customization.

343  Step3: Copy button from “"account” entity

In »Ribbon Workbench« select »account« and copy buttons one by one according to your

needs.

Each menu option need to be copied separately (not the entire ribbon dropdown menu is cop-

ied).
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Picture 20 Copy button from account

So you will be switching between »account« and »your entity« and copy pasting each ribbon
element (button, menu options, ...).
WCE CLASSIC

MESSL
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Picture 21 Select account and copy buttons 2, 3, 4 one by one according to your needs

After copying the button from account to your entity, you need to drag & drop the MENU SEC-
TION onto it. This is the placeholder for the menu options that you will copy from account.
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Picture 22 Drag & drop the menu section on the button you copied.

After copying the button it is time to copy menu elements from account. You paste the menu
elements to destination by clicking on first menu section option where you would like it to be
and right clicking it to get the “Paste” option...see below.
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Picture 23 Pasting elements

(optional) After copying you should rename your buttons and related commands to make
sense as their names still relate to account, but should be named after your entity.

3.5 Setup an entity for automatic sync to Doxis

To enable automatic create / update Doxis synchronization, you have to register your entity for
the synchronization.

3.5.1  Step1: Open "Plugin Registration Tool"

To do this you use the "Plugin Registration Tool". (There is a XrmToolbox plugin or the one that
comes with Dynamics SDK).

Look for BeTerna.Crm.Integration.Plugin
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+ CREATE NEW CONNECTION 7 RELOAD CRGANGATIONS | (5] REPLAY PLUG-IN EXECUTION &3 VIEW BLUG-IN PROFILE o

-

beserder X
[Regier = [@View =~ ¥ UninellProfier {LDebug [Update [k Unregister € Refresh O Search

Registered Plugins & Custom Workflow Acti

b £} (Assembly) ActivityFesds Fitering Plugin -
b {3 (Assembly) ActivityFeeds. Pluging
4 {3 (Assembly) BeTera Crmintegration Plugin
+ T3 Plugin) BeTerna.Crm Integration PluginWekHook
) (Step) BeTema.Crm.Integrat b oL
5] (5tep) BeTera.Crm. Integeation. PuuginWebHook: Create of accaunt
[B) (Step) BeTerna.Crm Integration PluginWebHook: Create of cotact
» [3) (Step) BeTerna Crm Integration PluginWebHook: Update of account
+ [R) (Step) BeTerna.Crm.Integration. PluginWebHook: Update of contact
43 (Assembly) Microsaft CDS Copresance Pluging
3 (ssembly] Microssft CDS DatalakeDatoProvider Pluging
£} (Assembly) Microsaft COS Synapselink Plugins
43 (Assembly) Mirosaft COS UserRating Plugins
{3 (Assambly) Microsoft Crm AutoDataCapture AutoctivityCapturePlugin
£} (Assembly) MicrosaftCrmiol
{3 (Assembly) Microsaft.Crm ot Canfiguration
3 (Assembly) Microsaft CrmioT Workfiows
€3 (Assembly) Microsoft Crm loTProviders:
{3 (Assembly) Microsaft CrmioTPraviders Confguration
43 (Assembly) Mirosoft Com Relatioashipinteligence NotesAnalysis
£3 (Assembly) Microsoft Crm RLAABaseSolutionPlugin
£} (Assembly) Microsoft Crm RLAASoluionPhugin
43 (Assembly) Mirosoft Crm AL TalkingPointsPlugin
{3 (Assembly) Microsoft.Dynamics AcceleratedSales Pluging
£3 (Assembly) Microsoft Dynamies AcceleratedSales. SandboxPhuging.
{3 (Assembly) Microsoft. Dynamics Analytics

5 thnsmanb R

e g

Assarbly ModifiesOn Friendyhame. Name Typshame: WosklowactivityGroupame Desciption lsolatable. I
BeTema Crmntegration Plugin 14,09, 2022 07:55:45 51841 BeTemaC g BeTerna.Crmntegrat Unknown 18205¢f8-25f6-e<11-bb3d-000cHabia7at

rganization: be-ser-dev./ User Tom T {tom tapcibe-tema.com) / Build: 9.2 22083164

3.5.2  Step2: Register New Step (Create)

Right click on Plugin and select “Register New Step”
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b €} (Assembly) ActivityFeeds.Plugins
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+ [ Plugir) 4 Register New Assembly i
[3) (5tey [5] Register New Step CtieT  i_SyncDoxisEnity
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EE y ve of contact
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b 43 (Assembly) Microsoft CrmoTProviders
b {} (Assembly) MirosoftCrm loTPraviders Configuration
b €3 (Assambly) MirosoftCrm Relatonshiplnteligence NotesAnalysis
b €3 tAssamely) MicrosoftCrm R RABaseSolutionPlugin
b £} (Assembly) MirosoftCrm RLBASolutionPhugin
b <3 (Assembly) MirosoftCrm. RLTalkingPointsPiugin
b () (Assembly) Microsof Dynamics AcceleratedSales Pluging
b {3 (Assembly) Micrasoft Dynamies AcceleratedSales. SandboxPlugins
¥ {3 (Assemily) Mirosoft Dynamics Analytis

3 Registe New Dota Provider ~ CirkeP
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| properties Cetais

Assarbly ModifiesOn Friendyhame. Name Typshame:
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Grganization: be-ser-dev./ User: Tom Tapé {tom tapc@be-tema.com) / Buik 9.2.22083.164

Picture 24 Register New Step

Enter the information below for your entity — replace Primary entity (example is showing “op-

portunity”)

Register New Step
General Configuration Information
Message * Create

Primary Entity opportunity

Secondary Entity

Filtering Attributes

Event Handler (Plugin) BeTerna.Crm.Integration.PluginWebHook ~
Step Name * BeTerna.Crm.Integration.PluginWebHook: Create of opportunity

Run in User's Context  Calling User ~
Execution Order * 1

Description BeTerna.Crm.Integration.PluginWebHaook: Create of opportunity

Event Pipeline Stage of Execution  Execution Mode  Deployment *
PostCperation ~ O Asynchronous ' Server
@ Synchronous COffline

Delete AsyncOperation if StatusCade = Successful

Picture 25 Register your entity ("opportunity" in the example) for Create message with exact same settings
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3.5.3  Step3: Register New Step (Update)

Right click on plugin and select “Register New Step”.
Enter the information below for your entity — replace Primary entity (example is showing “op-

portunity”)

Register New Step

General Configuration Information Unsecure Configuration
Message * Update

Primary Entity opportunity

Secondary Entity

Filtering Attributes All Attributes

Event Handler (Plugin) BeTerna.Crm.Integration.PluginWebHook ~

Step Name * BeTerna.Crm.Integration.PluginWebHaok: Update of opportunity

Run in User's Context  Calling User - 7
Secure Configuration

Execution Order * 1

Description BeTerna.Crm.Integration.PluginWebHook: Update of opportunity

Event Pipeline Stage of Execution  Execution Mode  Deployment *
PostOperation ~ ) Asynchrenous o Server

(® Synchronous COffline

Delete AsyncOperation if StatusCode = Successful

Register New Step Cancel
Picture 26 Register your entity ("opportunity" in the example) for Update message with exact same settings

Then you need to register an image for the update step like shown on the picture below. Use

the exact same "Prelmage” name with the correct letter case.
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4 43 [Assembly) BeTerna.Crm.Integration.Plugin
4 EE';, (Plugin) BeTerna.Crm.Integration. PluginWebHook
(Step) BeTerna.Crm.Integration.PluginWebHoolk: bt_bt_SyncDoxisEntity
[Step) BeTerna.Crm.Integration.PluginWebHook: Create of account
(Step) BeTerna.Crm.Integration.PluginWebHook: Create of contact
[Step) BeTerna.Crm.Integration.PluginWebHook: Create of cpportunity
[ (Step) BeTerna.Crm.Integration.PluginWebHook: Update of account
i (5tep) BeTerna.Crm.Integration.PluginWebHook: Update of contact
(Image) Prelmage - Updated Entity
(5tep) BeTerna.Crm.Integration. PluginWebHenol- Hindata nf annachanite
43 [Assembly) Microsoft.CDS.Copresence Plugins <& Register New Assembly
9 (Assembly) Microsoft.CDS.DatalakeDataProvider [5] Register New Step
4% [Assembly) Microsoft.CDS.Synapselink.Plugins

s} Register New Image
I3 [Assembly) Microsoft.CDS.UserRating.Plugins *

Ctrl+A

Ctrl=1

4% [Assembly) Microsoft.Crm.AutoDataCapture.Aute € Register New Service Endpoint Ctrl+E

Mame EntityAlias Type Attributes PropertyName Id

Picture 27 Register "Prelmage" for the Update message
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Register New Image

Select a Step
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b 43 [Assembly) ActivityFeeds Filtering.Plugins
b {3 [Assembly) ActivityFeeds Plugins
4 43 (Assembly) BeTerna.Crm.Integration.Plugin
4 Tﬁ. [Flugin) BeTerna.Crm.Integration.PluginWebHook
(Step) BeTerna.Crm.Integration.PluginWebHook: bt_bt_SyncDoxisEntity
(Step) BeTerna.Crm.Integration.PluginWebHook: Create of account
[ (5tep) BeTerna.Crm.Integration. PluginWebHook: Create of contact
(Step) BeTerna.Crm.Integration.PluginWebHook: Create of opportunity
3 [Step) BeTerna.Crm.Integration.PluginWebHook: Update of account
4 (Step) BeTerna.Crm.Integration.PluginWebHook: Update of contact
(Image) Prelmage - Updated Entity
(Step) BeTerna.Crm.Integration.PluginWebHook: Update of opportunity
3 {:g [Assembly) Microsoft. CDS.Copresence.Plugins
[ {3 [(Assembly) Microsoft.CDS.DatalakeDataProwvider.Plugins
b 43 (Assembly) Microsoft. CDS.Synapselink.Plugins
b 43 [Assembly) MicrosoftCDS.UserRating.Plugins

Image Type *

+| Pre Image Past Image
Mame * Prelmage

Entity Alias Prelmage

Parameters *

Register Image

Picture 28 Prelmage settings - use exact same settings

3.6 Embed Doxis on entity form

Steps:
1. Go to make.powerapps.com and create a new solution
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2. Add an entity of your choice and select the form you want to customize / add em-
bedded Doxis frame.
3. Open form designer
4. Add a HTML web resource to the preferred location (+ Component)
5. Configure the HTML web resource as show on the picture below
o Pick webresource named bt_/html/doxis_embedded.html
o Make sure the check box “Pass record object-type code and unique identi-
fier as parameters” is selected.
o This webresource reads the configuration for the current entity and uses
the link specified in the “Open DOXIS Url" field of the entity configuration.

If you are customizing a form of an entity for which you have not yet config-
ured the "Open DOXIS Url" field of the entity configuration, then this will not
work.

Picture 29 HTML web resource configuration
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DOXIS >

HTML web resource

Properties

-~ Display options

Label *

‘ DOXIS |

MName *

‘ WebResource_ DOXIS |

Hide label
Hide on phone ®

[ ] Hide ®

Web resource

bt_/html/doxis_embedded.html

— Select another web resource

~  Formatting

Component width

‘ 1 column \/|

Component height

»

L4

‘ 10 rows

Use all available vertical space

Scrolling

‘ MNevar ~ |

l:‘ Dizplay border

~  Dependencies

Table Column Dependencies ®

‘ Select table columns ~

- Advanced

l:‘ Restrict cross frame scripting, ®
where supported

Pass record object-type code
and unigue identifier as @
parameters

Picture 30 Mandatory settings of embedded Doxis web resource
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3.7 Inspect logging messages from SmartBridge CRM

When something is not working as expected, you can inspect the messages returned from the
middleware SmartBridge CRM in the “SyncLog” (bt_synclog) entity.

To view these messages you have 2 options.

3.7.1  Use advanced find (old CRM implementation)

1. Click Settings
2. Select Advanced Settings

3. Advanced Find

4. Look for: SyncLogs
2
5. Results ol
8" Advanced Find - Microsoft Dynamics 365 - Google Chrome = ] X
@ operations-be-ser-dev.crm4.dynamics.com/main.aspx?pagetype=advancedfind&appid=#111123261 B
usTTo0LS SB0Rcranck | Dynacelcs 365 CRM.test.user CRM.testuser @
ADVANCED FIND SYNCLOGS be-ser-dev o
= y v Activate & Mail Merge % ) Share 0 == g e =
= M & &J ; 2 = ;
; B [ Deactivate Foliow Copy a Link D/n u = m Six
New Edit Show Aszign Run Start Flow Run Excel Word Export  Exportto
Synclog As ﬁ Delzete Synclog Unfollow Synclogs em Email aLink Workflow Dialog - Report v Templates v Templates» Synclogs Excel
Records Coliaborate Procass Data
O | Name# | Created On | O
middlewareResponse (success:False) (status:404) (content:<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 10/14/2022 4:48 P... =
middlewareResponse (success:False) (status:404) (content:<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 10/14/2022 4:59 P...
middlewareResponse (success:False) (status:404) (content:<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 10/14/2022 5:22 P...
middlewareResponse (success:False) (status:404) (content: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 10/14/2022 5:26 P...
middlewareResponse (success:False) (status:500) (content:{"Message":"An error has occurred.”,"Exc 12/2/2022 12:53 P...
middlewareResponse (success:False) (status:500) (content:{"Message":"An error has occurred.”,"Exc 10/18/2022 10:55 ...
middlewareResponse (success:False) (status:500) (content:{"Message":"An error has occurred.”,"Exc 10/18/2022 11:12 ...
middlewareResponse (success:False) (status:500) (content:{"Message":"An error has occurred.”,"Exc 10/18/2022 11:13 ...
middlewareResponse (success:False) (status:500) (content:{"Message":"An error has occurred.”,"Exc 10/18/2022 11:13 ...
middlewareResponse (success:False) (status:500) (content:{"Message":"An error has occurred.”,"Exc 10/18/2022 11:14 ...
Picture 31 SynclLogs - advanced find
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3.7.2  Open SynclLogs from old site navigation

1. Click Settings n

2. Select Advanced Settings

4. Under Extensions click on "SyncLogs”

Dynamics 365  Settings + | Business Management

Business Customization System Process Center Application Extensions Upgrade Logs

Business Manageme. m Customizations E Administration @ Email Configuration m Processes . Apps Settings (BE-terna) Upgrade Runs
1 es + ecurity A 8 \Microsoft Flow s = le

Templates Solutions m Security fi.. E Miicrosoft Flows 58 puoin profies

B Frocuct ctaiog 2] vicrosort appsource [ oata management

Service Management H Plug-In Trace Log em Jobs I

Mabile Offiine Solutions History Document Manage. Sales Insights

B 5o B

SyncLogs

Picture 32 Sync Logs - site navigation

373 SynclLog form

Synclog record contains:

- Source; For now this is always Doxis Sync
- Status Reason; Information, Warning or Error

- Message; depending of where the error occurs the message is structured as

1. Example 1 (error occurred on middleware logic — most probably during the transfor-
mation of the message to Doxis json format — indicated you should check your lig-
uid template syntax)

middlewareResponse
(success:False)
(status:500)

(content:{"Message":"An error has occurred.","ExceptionMessage":"Unex-

pected character encountered while parsing value: C. Path 'ObjectType’, line

4, position 16.","ExceptionType":"Newtonsoft.Json.JsonReaderExcep-

tion","StackTrace":" at Newtonsoft.Json.JsonTextReader.ParseValue()\r\n at
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Newtonsoft.Json.JsonTextReader.Read()\r\n ~at Newtonsoft.Json.Ling.JCon-
tainer.ReadContentFrom(JsonReader r, JsonLoadSettings settings)\r\n —at
Newtonsoft.Json.Ling.JContainer.ReadTokenfrom(JsonReader reader, Json-
LoadSettings options)\r\n at Newtonsoft.Json.Ling.JObject.Load(JsonReader
reader, JsonLoadSettings settings)\r\n at Newtonsoft.Json.Ling.JOb-
ject.Parse(String json, JsonLoadSettings settings)\r\n at Be-
Terna.SER.CRM.WebHooks.Functions.PluginWebHook.Run(HttpRequest req,
ILogger log) in C:\\_CODE\\_PROJECTS\\SER\\Solution\\Be-
Terna.SER.CRM\\BeTerna.SER.CRM.WebHooks\\Functions\\Plugin-
WebHook.cs:line 96"})

2. Example 2 (error occurred on Doxis APl —in this example value sent to Doxis was
not in an expected range):

middlewareResponse
(success:True)
(status.200)

(content:{"StatusCode":400,"Content":"{\"status\":400,\ "message\":\"Values
other than enumerated: ObjectState\"}","Message":""})

SYNCLOG : INFORMATION Created On

B 12/2/2022 12:53 PM
middlewareResponse (success:False) (status:500) (conten... = =k

4 General

Name*
middlewareResponse (success:False) (status:500) (content{Message™"An error has oecurred.”, Exc
Owner*

& CRMtestuser CRM testuser

Source
Dosis Sync

rror has oecurred.”,"Exception!
at Newtansoft.Json JscnTextRe:
ntai omiJsonReader reade
json, JsonloadSettings settings)yrin at BeTerna SER CRM.We
&Terna.SERCRM\\ BeTerma.SER. CRM WebHooks\\Functi

nexpected character encountered while parsing value: C. Path ‘ObjectType’, line 4, position
ue( san. s

alue(iirin st \n 3t Newtonsoft.Json.LingJContainer. ReadCantentFrom{lsonReader r,

e
CA\_CODEV,_PROJECTSY

Picture 33 SynclLog - form
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